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Ventura County Special \A,(CE:ESNI:I)JQ
Districts Association Tuesday, August 3, 2021, 5:30p.m.

UWCD Boardroom, 1701 N. Lombard Street
Oxnard, CA 93030

To access the meeting via Zoom, click on this link:

https://us02web.zoom.us/j/84257698906?pwd=UXBuaWISUOhpZnBWalgwT 1kyNjJXZz09

Meeting ID: 842 5769 8906 Passcode: 527386
Dial In: (audio only) 877 853 5247 US Toll-free

For those attending the meeting in person, DJ’s Catering will be providing a
Dinner buffet consisting of Chicken Provencal, a salad of Baby Lettuce with
Carmelized Walnuts, Gorgonzola Cheese, Roma Tomatoes, and Balsamic
Vinaigrette, Roasted Red Potatoes, Grilled Vegetables, Rolls with Butter, and
a beverage and dessert for a fee of $21.00 per person (pay at the door)

1. Call to Order by President - (5:30 pm)
2. Flag Salute
3. Welcome and Introductions/Roll Call - President Dandy
4. Approval of Minutes from June 1, 2021
5. Guest Speaker— Federal Bureau of Investigation’s Special Agent
Boeing Shih will discuss cyber threats, how to
protect your District’s network from being breached,
and best practices for insuring your cyber security.
6. Treasurer's Report—Brian Pendleton
7. Reports and Announcements
- CSDA Report - Elaine Magner (Coastal Network Board Member)
- CSDA Update - Charlotte Hollifield
- Legislative Update -Elaine Freeman
- LAFCo Update-Elaine Freeman
- County Oversight Update - Mike Mishler
- Other Announcements
8. New Business/ Member Announcements
9. Adjournment to next meeting on October 5, 2021
President—Bruce E. Dandy Treasurer—Brian Pendleton
Vice President—AlI Fox Secretary—Kris Sofley

c/o Kris Sofley, UWCD, 1701 N. Lombard Street, Suite 200, Oxnard CA 93030
(805) 525-4431 » Email: kriss@unitedwater.org Cell (805) 377-8522 call or text


https://us02web.zoom.us/j/84257698906?pwd=UXBuaWlSU0hpZnBWalgwT1kyNjJXZz09
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Tuesday, June 1, 2021
VENTURA COUNTY

SPECIAL DISTRICTS

MEMBERS

Bell Canyon Community
Services

Calleguas Municipal Water
Camarillo Health Care
Camrosa Water

Casitas Municipal Water

Channel Islands Beach
Community Services

Conejo Recreation & Park

Hidden Valley Municipal
Water

Ojai Valley Sanitary
Oxnard Harbor
Pleasant Valley County Water

Pleasant Valley Recreation &
Parks

Rancho Simi Recreation &
Parks

Saticoy Sanitary

Triunfo Water and Sanitation
District

United Water Conservation

Ventura County Resource
Conservation

Ventura Regional Sanitation
Ventura River Water

Ventura Port

The June 1, 2021 meeting of the Ventura County Special District Association
was held via videoconference.

1. and 2. CALL TO ORDER AND FLAG SALUTE:
The meeting was called to order at 5:32 pm by President Bruce Dandy,
followed by everyone reciting the Pledge of Allegiance.

3. WELCOME AND INTRODUCTIONS/ROLL CALL: President Dandy
President Dandy welcomed everyone to the meeting. Members in attendance
included:

Raul Avila, Scott Quady, Kristine McCaffrey and Andres Santamaria-
Calleguas Municipal Water District

Kara Ralston and Martin Daly - Camarillo Health Care District

Al Fox - Camrosa Water District

Kelley Dyer and Michael Shields, —Casitas Municipal Water District
Nellie Kerr Cusworth, Tom Hare, Susan Holt, George Lange and James
Friedl - Conejo Recreation and Park District

Charlotte Holifield- California Special District Association

Mike Mishler—Pleasant Valley County Water District

Bev Dransfeldt, Mark Malloy, Elaine Magner, and Mary Otten - Pleasant
Valley Recreation and Park District

Michelle Kinnun - Port of Hueneme/Oxnard Harbor District

Elaine Freeman, Kathleen O’Brien and Dan Paranick - Rancho Simi Recrea-
tion and Park District

Janna Orkney—Triunfo Water and Sanitation District

Bruce Dandy and Kris Sofley — United Water Conservation District

Brian Brennan, Brian Pendleton and Todd Mitchell—Ventura Port District
Burt Rapp— Ventura River Water District

Members of the Public participating in the meeting included:
Alejandra Téllez, Program Manager, Ventura County Regional Energy Alliance

President Dandy confirmed that a quorum was convened. Then Martin Daly,
the newest member from Camarillo Health Care District, was introduced and
provided a brief overview of his professional career.

4. Approval of Minutes from Board Meeting of April 6, 2021

Brian Pendleton provided corrections to the Minutes—the spelling of his last
name and his District affiliation. Motion to approve the April 6, 2021 Minutes,
with corrections, Brian Pendleton; Second, Brian Brennan. Voice vote:
unanimous approval, none opposed, two abstained (M Daly and J Orkney).

Treasurer—
Secretary to the Board—Kfris Sofley

President—Bruce Dandy
Vice President—Al Fox

c/o Kris Sofley, UWCD, 1701 N. Lombard Street, Suite 200, Oxnard CA 93030

Office (805) 525-4431 Cell (805) 377-8522 * Email: kriss@unitedwater.org
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5. Treasurer’s Report—As there is no Treasurer at this time, and nothing has changed since the
last Treasurer’s Report was provided, President Dandy asked Kara Ralston to report on the potential
Treasurer candidate.

6. Update from Search Committee re: Treasurer position:

Kara Ralston reported that Brian Pendleton of Ventura Port District had agreed to serve as
Treasurer for the VCSDA providing that an assistant was in place to handle the basic bookkeeping.
Mr. Pendleton will update financials and deliver the Treasurer’s report. Ms. Ralston also said that
Mr. Pendleton would bring a fresh look and independence to the position and recommended his
approval.

7. Motion to approve Bookkeeping Services ($80 per hour fee)

Ms. Ralston recommended Shalene Hayman of Hayman Consulting for the basic bookkeeping
position in support of Mr. Pendleton’s Treasurer role. Ms. Ralston reported that Ms. Hayman was
also consulting Camarillo Heath Care District and Ojai Valley Sanitary District and was experienced
in bank reconciliation, billing, finance statements, et cetera, and that once the in-person dinner
meeting were reinstated, the $80 an hour fee for Ms. Hayman’s services would be money well spent.
She added that Ms. Hayman had already signed an agreement with the VCSDA and once the
agreement was approved and executed by President Dandy, Ms. Hayman would begin working with
the VCSDA. Ms. Magner and Ms. Freeman asked questions regarding the scope of work.
President Dandy asked if she would provide the relevant information needed by Brian Pendleton so
that he could give the Treasurer’s report and Mr. Lange said that it all sounds like a good idea. Mr.
Fox requested that Ms. Hayman be instructed to only speak to or deal with Mr. Pendleton, to which
all agreed.

Motion to approve the agreement with Hayman Consulting, Elaine Freeman; Second, Elaine
Magner. Voice vote: all in favor, unanimous; any opposed, none; any abstaining, none. Motion
carries unanimously.

8. Motion to nominate Brian Pendleton as VCSDA Treasurer
Motion nominating Brian Pendleton for VCSDA Treasurer, Al Fox; Second, Janna Orkney. Voice
vote: all in favor, unanimous; any opposed, none; any abstaining, none. Motion carries unanimously

9. Reports and Announcements:

CSDA Report—Elaine Magner (Coastal Network Board Member): Ms. Magner reported
that she was very busy advocating for Special District funding in the Governor’s new budget and
although she was hoping for the best, it didn’t look very good. She reminded everyone of the GM
Summit at the end of June and the Annual CSDA Conference in Monterey from August 29 through
September 2, and that the event would be held in the new convention center with guests staying at
the Portola and Marriott hotels.

CSDA Update —Charlotte Holifield: Ms. Holifield also commented on the Governor’s
revised May budget, which includes assistance for public utility debts, Ports relief and transit
funding. She said that CSDA continues to push for funding for Parks and Open Space, Fire, Health
Care and more, and will continue up until the budget is finalized on June 15. She reported that 46
legislators have signed the CSDA letter to the Governor advocating for funding for Special Districts
and that AB 361, regarding the executive order for remote meetings had passed the State Assembly
and was heading to the Senate and looking good at this point. Ms. Holifield reminded everyone of
the June 8 Brown Act webinar. She also spoke about the court decision regarding prevailing wage
and that ACWA and CSDA were evaluating next steps.

Legislative/LAFCo Update —Elaine Freeman: Al Fox asked Ms. Freeman if there were any
discussions regarding zero emission or environmentally friendly auto purchases. Ms. Holifield said
she would check and report back to the VCSDA.
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9. Reports and Announcements, continued:

Tom Hare asked if there was infrastructure funding for charging station, especially at public parks?
President Dandy stated that there is a phase out of gas engine autos and vehicles. Mary Otten
added that the rollout of those phase out programs will begin with larger vehicles and will be based
on tonnage. Todd Mitchell also asked about Southern California Edison “charge ready” financing for
buying charging stations, saying he was pursuing the third option by the end of summer for financing
charging states at public facilities. Ms. Freeman also stated that at the last LAFCo meeting, a
budget had been passed.

Mike Mishler stated that the County was still refraining from holding public meetings, so he had no
update to provide.

10. Guest Speaker—Alejandra Téllez, Program Manager, Ventura County Regional Energy
Alliance (VCREA)

Scott Quady, who had recommended a presentation from VCREA, introduced Ms. Téllez, who
discussed County, City, and Special District Board utility funding and grants in Ventura County
focusing on four areas: improving resident, local government, businesses and education and special
district energy spending. Ms.Téllez shared a slide presentation with participants (see attached),
which addressed electric vehicle and clean mobility charging infrastructure in Ventura County,
which may begin offering charging station rebates beginning in July 2021. She also referenced a
variety of ways that special districts could collaborate with VCREA and other entities for funding,
technical advice and staff training and encouraged everyone to participate in local events that could
be accessed through the website: 3c-ren.org/events

At the end of her presentation, Tom Hare said that he had worked with David Inger of VCREA 15
years ago and would be happy to work with VCREA again. Elaine Freeman asked where the
funding comes from. Ms. Téllez said Public Utility Funds which are then invested in Ventura County
and grants from the California Energy Commission. Brian Pendleton asked about battery storage,
as a back up for when the power is shut-off. There is a three tier power program through Southern
California Edison that has higher incentives and several options. Todd Mitchell asked if there was a
mailing list regarding programs. There is a list being built of who’s interested in collaborating in
Ventura, Santa Barbara and San Luis Obispo counties. By keeping tabs on meetings, participants
can ensure the money stays in Ventura County. Ms. Téllez also mentioned a Power Safety bill, with
grant based funding potential, and encouraged everyone to reach out to her with any additional
questions or if they would like additional information.

11. New Business/Member Announcements:

President Dandy said that he would be sending out an email polling everyone as to their interest in
reinstating in-person meetings, continuing the virtual meetings or having hybrid meetings that
combined both options. Al Fox said the ideal location would be UWCD’s Boardroom. President
Dandy also reminded everyone that the guest speaker for the August meeting would be a Special
Agent from the FBI who would be discussing cybersecurity.

President Dandy adjourned the meeting at 6:39pm to the next VCSDA chapter meeting on August 3,
2021

ADJOURNMENT TO NEXT MEETING—Tuesday, August 3, 2021

Respectfully submitted

Kris Sofley, Secretary to VCSDA



WHO VCREA IS: County, City, Special Districts

< City of Camarillo < City of Santa Paula

< City of Fillmore < City of Simi1 Valley

< City of Moorpark < City of Thousand Oaks
< City of Ojai < City of Ventura

< City of Oxnard < County of Ventura

Collaboratmg to address good fenergy stewardshlp
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W : , A < Calleguas Municipal Water District

< Ventura County Community College District
Vartuira R E G I O N L < Ventura Regional Sanitation District
County A . .

E N E R GY % Ventura Unified School District
ALLIANCE




WHAT DOES VCREA DO?

Education and

Residents Local Government Business Special Districts
Improve Supporting Solutions to Assistance in Achieving
Energy Savings, Public Agency Save Energuy, Sustainability Goals
Home Comfort Collaboration Improve Efficiency and
and the Environment for Healthy and Increase Profit Margins

Sustainable
Communities

verts DEGIONAL » Energy Advisor Services * EV Outreach « Benchmarking & Audits
ENERGY * Connect to Local Programs + EV Rebates & Incentives » Training Opportunities
» Energy Efficiency * Regional Collaboration * VC Green Business Program

ALLIANCE « Solar *  GHG Reporting » Energy Savings Resources
* Financing Options Energy Savings Resources


Presenter
Presentation Notes
Community Inventory
Residential and Non Residential
On Road Transportation
Solid Waste and Water Wastewater Treatment 
Avoided Emissions
Participation in EE Programs and Rooftop Solar



TREGIONAL
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« EV Coach ~ July 2021

« South Central Coast Incentive Project proposed for July 2021. To
provide ~$5.7M 1n Level 2 and Level 3 charging infrastructure
rebates for Ventura County.

o REGIONAL
ENERGY
ALLIANCE



GREEN BUSINESS NETWORK

Outreach on water and energy efficiency,

pollution and waste prevention, & GREEN

alternative transportation CALIFORNIA
GREEN BUSINESS
Employee wellness NETWORK

Recognition as a community business leader
* Free PR and business resources

CA Green Business Network



HOW TO COLLABORATE

Building Performance

Event Registration:

* Training 3c-ren.org/events

* Have facility staff participate in our building professionals training

* Helps workers adapt and stay current with changes and industry best practices

 Battery Storage/Solar
* Energy Efficiency Retrofits — lighting, hvac, water heating
* Power when the grid goes down e Load Shifting ¢ Regional Grid Benefits
» Tesla Powerwall ~$15,000 e Tax Credit (26%) ~ $3,900 e Total Cost ~ $11,100

* Finance your solar + Tesla Powerwall storage system for as little as $147/month



HOW TO COLLABORATE

Customer Services

e Businesses

e Partner with Green Business to promote water saving
measures

* Have Green Business promote your programs

e Customers

* Share information about residential energy efficiency

programs




HOW TO COLLABORATE

Employees

* Participate in EV charging stations planning

* Promote of support EV vehicles by participating in EV outreach

or installing a charging station

 Residential Programs

e Share information about residential energy efficiency programs




CONTACT US

Main Contact information
805-654-3874 vcrea.admin@ventura.org

Electric Vehicles

Heather Allen — VCREA

Training and Residential Programs

lan Logan — 3C-REN For more info:  3c-ren.org
Green Business Programs
fovier saucede A




Ventura County Special Districts Association
July/August 2021

Offering quality of life services through direct representation

President’s
Message
by Bruce Dandy

Hybrid Meeting for
August

Our August 3™
combination of a “virtual” and an “in person
meeting. The meeting will be hosted at United
Water Conservation District starting at 5:30 pm.
A catered meal will be provided. There will be a
registration fee of $21.00 for those attending in
person, which includes dinner. It will be great to
see those who attend in person and on the big
screen in United’s Boardroom.

meeting to be held as a

14

Our guest speaker for the evening, FBI Special
Agent Boeing Shih, will discuss Cybersecurity.

We have all heard of cyber attacks, disruption of
operations, loss of data, public safety concerns,
ransoms, et cetera, but what do you need to
know, and what do you need to do, if your agency
is targeted?

Special Agent Shih will provide strategic insight
into the issues and will hopefully give us some
inside tips on best practices, protections and
solutions.

The Best of All

If you have not heard, VCSDA will be recognized
as the 2021 Chapter of the Year on September
2" at the CSDA Annual Conference. An award
presentation will be made at the Thursday
morning breakfast just prior to the close of the
four day conference.

I will be attending the Annual Conference and I
invite those of you who will be attending the
Conference to join me in receiving the award.
CSDA is asking for the names of those accepting
the award, so please let me know of your
availability.

SPECIAL THANKS goes out to Thom Slasson,
Calleguas; Al Fox, Camrosa; Elaine Magner,
Pleasant Valley Recreation and Parks; and Elaine
Freeman, Rancho Simi Recreation and Parks, who
were instrumental in organizing the nomination.

A Special Reminder
The deadline to submit electronic votes for the 2021 CSDA
Board of Directors Seat A is July 16, 2021 at 5:00 pm.

I am supporting Elaine Magner’s re-election to the
CSDA Board, and I hope you are too. Please make
sure your agency is voting in the process.

If you have any questions or would like to request the
ability to vote by hard-copy mail, please contact Amber
Phelen at 916.442.7887 or amberp@csda.net

Last Thoughts

Water, yes there really is a continued drought going on.
Please conserve what you can. Wildfires, they are back
and very dangerous. Be careful and be safe!

See you in August!

Pheon & ffercty

Please join me at UWCD Headquarters
of via Zoom for the
VCSDA August 3, 2021 meeting
when we welcome
FBI SPECIAL AGENT BOEING SHIH

Today's critical computer networks are still
highly vulnerable to cyber attacks and tips
from an FBI expert may help save your
company from a devastating breach.

Special Agent Boeing Shih holds a BS
degree in Electrical Engineering and
Computer Science from California State
University, Berkeley.

Continues on next page...



mailto:amberp@csda.net

Special Agent Shih has investigated a variety of cyber cases including computer
intrusions, internet fraud, and intellectual property rights violations over the past
16 years with the Federal Bureau of Investigation, including four years as a cyber
squad supervisor.

Currently, Special Agent Shih leads cyber security community meetings with
specific industry verticals.
This is one speaker you can't afford to miss!

To confirm your participation at the August 3, 2021, Meeting, RSVP via email to:
kriss@unitedwater.org
And please indicate if you are attending in person or participating virtually

MAKE
THE |

Your Community.

Your Services.
Your District!

Quotes of the Month
“Respect yourself and others will respect you.” - Confucius

“Nothing can take the place of persistence. Talent will not. Nothing is more common than
unsuccessful men with talent. Genius will not. Unrewarded genius is almost a proverb. Ed-
ucation will not. The world is full of educated derelicts. Persistence and determination

alone are omnipotent.” - Calvin Coolidge, 30th American president

VCSDA Board Members

President Vice President Treasurer Secretary
Bruce Dandy Al Fox Brian Pendleton Kris Sofley
United Water Camrosa WD Ventura Harbor United Water

Conversation Dist. Conservation Dist.




Center for
Internet Security’

No Cost and

Fee-based Services

Available to Everyone

National Webinars. These webinars
feature timely topics and experts from
the public and private sector sharing
insight on addressing cyber challenges
and are open to the public.

Cybersecurity Advisories. Short and
timely emails containing technical
information regarding vulnerabilities in
software and hardware.

Monthly Newsletters. These
newsletters use non-technical
language, and they can be rebranded
to suit individual member needs.
Newsletter topics include details on the
most current threats and suggested
best cybersecurity practices.

No-cost Services for ISAC Members and

SLTT Governments

Security Operations Center (SOC).
The MS-ISAC operates within CIS's
SOC, which is a 24x7x365 joint security
operations and analytical unit that
monitors, analyzes and responds

to cyber incidents targeting SLTT
government entities.

IP Address and Domain Monitoring.
A variety of services based on
knowledge of SLTT government,
critical infrastructure, and partner IP
addresses and domains, including
potential Account Compromise
Incidents as well as notifications

in cooperation with Spamhaus.
Contact info@cisecurity.org for more
information.

Nationwide Cybersecurity Review
(NCSR). This is a no-cost, anonymous,
annual self-assessment designed to
evaluate cybersecurity maturity.

Cyber Incident Response Team
(CIRT). Incident response, computer
forensics, and malware analysis
services are available. Contact
soc@cisecurity.org to engage

these services.

No Cost and Fee-based Services

Threat-Based Vulnerability
Assessments. SLTT governments
experiencing a targeted cyber threat
have access to a free one-time
network and web application
vulnerability assessment of up to
ten public facing IP addresses and
five public-facing web applications.
These assessments include a
manual analysis and verification of
vulnerabilities discovered, prioritized
remediation steps, customized
reporting, and remediation support.
Contact vmp@cisecurity.org for more
information.

Malware IP Address and Domain
List. A list of identified IP addresses
and domains related to malware
activity that is distributed weekly.
Contact soc@cisecurity.org for more
information.

@@ cIS SecureSuite’
Membership

Membership provides integrated

cybersecurity tools and resources to

organizations of every size.

MS-ISAC

Multi-State Information
Sharing & Analysis Center®

The Multi-State Information Sharing

and Analysis Center® (MS-ISAC®), has

been designated by the Cybersecurity &
Infrastructure Security Agency (CISA) as

the key resource for cyber threat prevention,
protection, response, and recovery for all
U.S. State, Local, Tribal, and Territorial (SLTT)
governments. The mission of the MS-ISAC is
to improve the overall cybersecurity posture
of the nation’s SLTT governments through
coordination, collaboration, cooperation, and
increased communication.

The MS-ISAC is a division of the Center

for Internet Security® (CIS®), a 501(c)(3)
nonprofit. Visit www.cisecurity.org/ms-isac/ or
info@msisac.org for more information.

MS-ISAC Membership is open to all SLTT
government organizations, including public
K-12 education entities, public institutions
of higher education, authorities, and any
other non-federal public entity in the United
States of America.

\_A_, Elections
K Infrastructure
ISAC

The Elections Infrastructure Information
Sharing and Analysis Center® (EI-ISAC®)
works in support of the Cybersecurity &
Infrastructure Security Agency (CISA) to
provide election offices an election-focused
cyber defense suite, including sector-

specific threat intelligence products, incident
response, threat and vulnerability monitoring,
cybersecurity awareness, and tools for
implementing security best practices. The
mission of the EI-ISAC is to improve the overall
cybersecurity posture of all U.S. SLTT election
offices through collaboration and information
sharing. The EI-ISAC is a division of the
Center for Internet Security® (CIS®), a 5010(3)
nonprofit. Visit www.cisecurity.org/elections or
elections@cisecurity.org for more information.

EI-ISAC Membership is open to all SLTT
government organizations that support the
elections officials of the United States of
America, and associations thereof.

MS- and EI-ISAC Partnerships are formal
agreements between the ISACs and agencies
that provide value to SLTT governments. Contact
info@cisecurity.org for more information.
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Center for
Internet Security’

(a1s

No-cost Services for ISAC Members

ISAC members and partners

are encouraged to contact
info@cisecurity.org for more information
about any of the following services.

Malicious Domain Blocking and
Reporting (MDBR). MDBR technology
prevents IT systems from connecting
to harmful web domains, helping limit
infections related to known malware,
ransomware, phishing, and other cyber
threats. This capability can block the
vast majority of ransomware infections
just by preventing the initial outreach
to a ransomware delivery domain.

The Cybersecurity Awareness
Toolkit. The toolkit features
educational materials designed to
raise cybersecurity awareness. Digital
materials are aggregated for your use.

Malicious Code Analysis Platform
(MCAP). A web-based service enables
members to submit suspicious files and
URLs for analysis in a controlled and
non-public fashion. ISAC members may
contact mcap@cisecurity.org to sign up
for an account.

Intel Products and Services. The
Cyber Threat Intelligence (CTI)
team collects, analyzes, and delivers
actionable intelligence to operators
and decision-makers responsible
for defending SLTT governments.
CTIl maintains a curated, real-time,
bi-directional indicator sharing
platform which makes indicators
available in the industry standard STIX/
TAXII format at no cost to SLTTs and
which can be integrated into local
security operations.

Workgroups. Focused working
committees to share ideas, generate
recommendations, and produce
deliverables to support the MS-ISAC
and member-related programs.

Election Day Situation Room. For
members, the EI-ISAC established a
Cyber Situational Awareness Room,
which allows officials across multiple
jurisdictions to communicate with
each other regarding ongoing threats
during elections.

Cost-effective Services from CIS

CIS offers additional services

for a fee to U.S. SLTTs. Contact
services@cisecurity.org for more
information about these services.

Albert Network Monitoring and
Management. Albert is a cost-
effective Intrusion Detection System
(IDS) available to SLTT entities,
including election organizations,
critical infrastructure, and public
education. Albert is a turnkey solution
incorporating 24x7x365 monitoring and
management. It utilizes commercial,
open-source, and custom signatures
developed from leveraging our

federal partners for access to recently
de-classified signatures, indicators CIS
derives from incident response cases,
as well as member submitted and
third-party threat data.

No Cost and Fee-based Services

Albert Cloud. Albert can monitor
cloud networks and is available for
Amazon Web Services (AWS) and
Microsoft Azure.

Managed Security Services (MSS).
Log and security event monitoring

of existing devices including, but not
limited to, IDS/IPS, firewalls, switches
and routers, servers, endpoints and
web proxies.

Vulnerability and Risk Management.
CIS provides cost-effective vulnerability
management solutions for networks
and web applications as well as
penetration testing and phishing
engagements. Some services include:

e Network discovery and mapping

e Vulnerability assessment reporting

e  Custom phishing campaigns

Situational Awareness Report
(SAR). Highlights of the MS-ISAC's
previous month's activities and
statistics related to incident response,
network monitoring, and general
information gathering.

Cyber Alert. Short and timely emails
containing information on a specific
cyber incident or threat.

DHS'’s Homeland Security
Information Network (HSIN). The
MS-ISAC has a Community of Interest
(COl) on the Homeland Security
Information Network (HSIN) which
allows our membership a secure

and confidential platform for sharing
information. The COl includes the
cyber alert level map, reports, policies,
discussion groups, recorded webcasts,
and many additional resources.

Members Only Webinars. Monthly,
bimonthly, and ad-hoc webinars focus
on special topics, incidents, and the
State of the ISACs to increase cyber
awareness and education.

CIS CyberMarket®

CIS CyberMarket builds public and
private partnerships and works to
enhance collaboration that improves
the nation’s cybersecurity posture. The
CIS CyberMarket makes cybersecurity
purchasing effective, easy, and
economical. Discounts include training,
software, and consulting services.

@ CIS Hardened Images®

Virtual machine images pre-configured
to the CIS Benchmark recommendations.
Available from four major cloud service
provider marketplaces: AWS, Azure,
Google Cloud Platform, Oracle Cloud, and
Alibaba Cloud.
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